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I.
THE PROBLEM


It takes experience with only one large document case to realize that there are significant problems with the disclosure, production, and review of computerized data.  A variety of circumstances have coalesced to create an extremely inefficient and expensive new world of ‘techno-litigation.’  In what seems like the blink of an eye, litigators are now knee-deep in a new way of practicing law that includes the disclosure of data compilation sources; discovery of legacy databases, metadata, and backup tapes; creation of separate discovery databases; objective and subjective electronic coding of documents; extensive electronic review of documents from various databases for privilege and responsiveness; the production of literally millions of documents; and, of course, ever more complicated motions to compel that drive most judges to distraction.  Disclosure and discovery in large document cases is now a litigation subspecialty that is extremely expensive for our clients.


The reasons why we are where we are have been widely reported.  We are the heirs of very broad discovery rules that allow for the production of virtually any potentially ‘relevant’ document.
  We also have clients with the technological capability to inexpensively create and store nearly infinite amounts of electronic information (including drafts of drafts, and metadata containing the dates and times that documents were created and edited).
  In addition, we have a system of instant electronic communication (i.e., email) that is not only ubiquitous but is still being used by potential witnesses to easily vent, rant, and rave on any topic of their choosing.
  Lawyers face this mountain of information with their traditional monetary motive to either find – or obscure – the smoking gun.  Most lawyers, however are not techies, and thus have neither the background nor interest to understand how computers work and how data is compiled or stored.  Rather, we are trained to focus on legal issues and developing the facts, and often make the mistake of not focusing (until its too late) on the technical issues of document production.  This combination of legal training and lack of technical knowledge means we have a learning curve that often results in the belated recognition of electronic discovery problems - and associated expensive fixes - well into a case.  These factors are largely responsible for the expensive world of techno-litigation, and the resulting dissatisfaction of clients.  As lawyers we must understand the process better, be more aware of the pitfalls and problems of electronic discovery, and proactively develop strategies based on efficiencies and cost reduction.    


Not all of the problems in techno-litigation lay at the feet of the discovery process generally or of lawyers specifically.  Clients are usually reluctant participants in the litigation process.  They want to get the process over with, and are understandably not enamored with lawyers asking about information flow, networks, databases, and the preservation of data and metadata.  Nor do clients have any direct incentive to cooperate in the perceived fishing expedition of the opposing party, for a variety of reasons, including: 


-
your client usually thinks his opponent’s case is bogus; 


-
it costs money to take productive IT employees away from their jobs just to educate lawyers on how their computer systems work; 


-
the client’s view of relevance is much narrower than the legal standard; 


-
cooperation with opposing counsel’s demands concerning preservation of data or disclosure of data sources may be perceived as weakness; and



-
it is expensive to suspend “auto-delete” computer functions for information that it is apparently irrelevant.

Further, more savvy clients (particularly defendants) that have been through “normal” litigation in the past may have developed a general strategy of delay in the hopes of ultimately limiting the scope of discovery and saving on attorneys’ fees.  In truth, some clients have recognized that delay is effective because:


-
some lawyers won’t aggressively pursue discovery even if they have asked for specific information in written discovery requests;


-
courts generally do not like dealing with discovery disputes; and will end up ‘splitting the baby;’ and


-
real discovery sanctions are rare and are reserved for intentional conduct as opposed to neglect.


When it comes to electronic discovery however, the “usual” discovery strategies can easily result in increased discovery costs.  Such costs may come in the form of having to produce documents from backup tapes because the client did not properly preserve electronic evidence; unnecessarily creating technical problems that appear later in the case by not adequately processing, storing, or forwarding electronic evidence; not finding helpful evidence for failure to adequately conduct searches; having to “resweep” computer databases because the initial search was underinclusive; or losing a privilege battle due to cutting corners on review processes.  Rather, careful and strategic thinking at the outset of the case can save clients tens (or even hundreds) of thousands of dollars in both expenses and attorney review time.

II.
THE CURRENT PROCESS


Despite the growing costs of electronic discovery, the importance of preserving relevant evidence in the electronic realm, and the exorbitant costs involved in the collection, review, and production of millions of pages of electronic documents, the South Carolina and Federal Rules of Civil Procedure, the Local Rules, and the emerging case law to date do not provide the bar with clear guidelines on how to adequately and efficiently identify, disclose, and review evidence in electronic format.  In South Carolina, the state court has no rules whatsoever related specifically to the disclosure of databases containing potentially relevant information.  Although the federal courts require “initial disclosures” under Rule 26(a)(1)(B) after a conference with opposing counsel relating to discovery under Rule 26(f), these rules in practice do not have teeth when it comes to forcing the prompt disclosure of electronic databases that might contain relevant information.  It is therefore up to counsel to proactively plan to obtain this important information in a timely manner.


A.
INITIAL DISCLOSURES UNDER RULE 26(a)(1)

 
The initial disclosure rules require counsel to provide to other parties a description by category and location of all “data compilations” that the disclosing party “may use to support its claims or defenses, unless solely for impeachment . . .”  The Advisory Committee Notes state that by this rule counsel must disclose “computerized data and other electronically-recorded information.”  There are no local rules, however, clarifying the extent of this disclosure.  Nor are there any published opinions from the District Courts in South Carolina that discuss the parameters for adequate and proper disclosure of electronic databases under Rule 26(a)(1).


As written, the initial disclosure rule has built-in “wiggle room.”  The rule refers on its face only to data compilations that “support” the disclosing party’s claims or defenses.  Early in the litigation, it is highly unlikely that counsel will know what data compilations will “support” his client’s claims or defenses, even after initial inquiry.  Further, if there are databases that do not support the disclosing party’s case, they do not have to be disclosed.  In practice, therefore, parties rarely disclose voluntarily under Rule 26(a) the existence of databases that support their claims or defenses.


That is not to say, however, that Courts cannot use the language requiring initial disclosure to require actual disclosure. In In re Bristol-Meyers Squibb Sec. Lit., 205 F.R.D. 437 (D.N.J. 2002), the Court held that Rule 26(a)(1)(B) mandated the defendant to advise the plaintiff that certain documents were in electronic form at the time the disclosures were made.
  See also Kleiner v. Burns, 2000 WL 1909470 (D. Kan. 2000) (holding that Rule 26 disclosures encompass “voice mail messages and files, back-up voice mail files, e-mail messages and files, backup e-mail files, deleted e-mails, data files, program files, backup and archival tapes, temporary files, system history files, web site information stored in textual, graphical or audio format, web site log files, cache files, cookies, and other electronically-recorded information” and expressly noting that “[t]he court does not intend this list to be exhaustive”).  At a minimum, as discussed below, these cases provide counsel a framework for trying to make the Rule 26(f) discovery meeting meaningful.

B.
RULE 26(f) MEET AND CONFER


The Federal Rules generally require that parties confer “to make or arrange for the disclosures required by Rule 26(a)(1), and to develop a proposed discovery plan” concerning, inter alia, “subjects on which discovery may be needed . . . and whether discovery should be conducted in phases” and “orders that should be entered by the court under [Rule 26(c) or Rule 16(b) and (c)].”  This early discovery conference with opposing counsel has the potential to be very productive for quickly bringing into focus the disclosure of electronic databases.  In practice, however, few litigators take full advantage of this opportunity.  It is commonplace for attorneys to make these meetings perfunctory rather than to seize the opportunity to begin fashioning a reasonable discovery strategy concerning electronic documents.

For example, the Rule 26(f) ‘meet and confer’ could be used to discuss the opposing party’s database systems, software use, document retention practices, whether the party is scanning and coding potentially relevant documents, and the implementation of document preservation for the litigation.  This information is central to fashioning effective and efficient discovery at the outset of the case.  See, e.g., In re Bristol-Meyers, 205 F.R.D. 437 (D.N.J. 2002) (meet and confer “should include a discussion on whether each side possesses information in electronic form, whether they intend to produce such material, whether each other’s software is compatible, whether there exists any privilege issue requiring redaction, and how to allocate costs”).  

The practical problem, however, is that few attorneys know this information early in the case, and there is no South Carolina rules or precedent requiring attorneys to get such an up front education.  At a minimum, prior to the discovery conference we can put opposing counsel “on notice” of the issues concerning disclosure of electronic information that we want to discuss.


C.
RULE 16 SCHEDULING CONFERENCE


Rule 16 allows the Court to manage discovery through pretrial conferences and the entry of a  Scheduling Order after the Rule 26(f) reports are received.  Specifically, the Rules state:

Rule 16(b): scheduling order may include “(4) modifications . . . of the extent of discovery permitted; . . . and (6) any other matters appropriate in the circumstances of the case.”

Rule 16(c): “[C]ourt may take appropriate action, with respect to . . . (6) the control and scheduling of discovery, including orders affecting disclosures and discovery pursuant to Rule 26 and Rules 29 through 37” and “(16) such other matters as may facilitate the just, speedy, and inexpensive disposition of the action.”


Clearly, the Court has the authority to get involved early on to control the timing, disclosure and production of electronic data.  See, e.g., Abdallah v. The Coca-Cola Co., 1999 WL 527835 (N.D. Ga. 1999) (specifically identifying in scheduling order the obligation to produce certain information from database).  In practice, however, given the workload of the judiciary, Courts let the parties work out discovery issues until problems arise.   Thus, despite a legal framework that would allow for the Courts to take control of electronic discovery issues before they mushroom into serious problems, there has been no uniform approach taken by the Courts to date.

III.

POTENTIAL SOLUTIONS FOR UNIFORM REQUIREMENTS FOR TIMELY AND COMPLETE DISCLOSURE


The situation in South Carolina is not unique.  The large majority of Federal District Courts do not have Local Rules that require with specificity the early disclosure of all potentially relevant electronic databases.  Nor does the ABA have guidelines in place to govern this situation.  However, this situation will change.  Some District Courts have adopted specific guidelines, and the ABA has proposed detailed rules that provide an excellent roadmap that could potentially head off problems with electronic discovery before they arise.  


On the federal level, the Administrative Office of the U.S. Courts does not have specific rules governing disclosure of electronic databases.  In September 2002, an AOC subcommittee initiated a survey seeking input on the need to change the Federal Rules.  This process, however, will take approximately three to four years.  A shorter-term project is the ABA’s policy on Civil Discovery Standards.  These were first adopted in August 1999, and related to, among other things, preservation of electronic documents and “technology.”  In November 2003, draft amendments were circulated for comment.  These amendments specify in much greater detail the lawyer’s obligations.  See attachment.
  Of course, these draft policies are not binding, but they bode of rules to come.


Some Courts have taken matters into their own hands.  For example, District of Wyoming Local Civil Rule 26.1(d)(3) requires attorneys to “carefully investigate their clients’ information management system so that they are knowledgeable as to its operation, including how information is stored and how it can be retrieved.”  Further, the party seeking discovery of computer-based information must notify the opposing party immediately and identify the categories of information that may be sought.  Then, counsel shall confer on issues relating to preservation, e-mail, deleted computer information, and back-up data.  See also U.S. District Ct. Ark. L.R. 26.1.
  


Of course, there is the case-by-case approach.  Some Courts, as noted above, have already issued rulings requiring parties to discuss electronic discovery at an early stage in the litigation.  Zubalake v. UBS Warburg LLC, 216 F.R.D. 280, 217 F.R.D. 309, and 2003 WL 21087884 (S.D.N.Y. 2003); Medtronic Sofamor Danek, Inc. v. Michelson, 2003 WL 21468573 (W.D.Tenn. May 13, 2003); Keir v. UnumProvident Corp., 2003 WL 21997747 (S.D.N.Y. Aug. 22, 2003); In re Bristol Meyers Squibb Sec. Lit., 205 F.R.D. 437 (D.N.J. 2002) (holding that Rule 26(a)(1)(B) mandated defendant to advise the plaintiff that certain documents were in electronic form at the time of Rule 26(a)(1) disclosures were made); Kleiner v. Burns, 2000 WL 1909470 (D. Kan. 2000) (requiring disclosure of nature and location of relevant electronic documents as part of Rule 26 disclosures).  Such decisions, however, are not subject to immediate appeal and there are therefore no cases giving clear guidance from the appellate level.

IV.
PRACTICAL POINTERS


We are thus in a situation in which more and more often we will have cases that require electronic disclosure and discovery, but we have little guidance in this state as to what constitutes “adequate” or “reasonable” discovery disclosure and/or production.  We need to understand that electronic discovery is fundamentally different from “hard-copy” discovery in that it requires important technical decisions up front, and if the wrong decisions are made, the expenses to fix the resulting problems can be staggering.  This does not relate solely to document preservation issues, but also to the processes used for searching databases and imaging, unitizing, and coding documents.  In addition, early decisions on how to collect data has consequences down stream in the efficiency of document and privilege review, and potentially has ramifications concerning cost-shifting to the opposing party and sanctions.
  If we are not careful in thinking through what we want as an end product, we can quickly find ourselves trying to explain to clients why expenses are spiraling out of control.


Even if you do not know the difference between voicemail and email, the first thing to do from a defensive standpoint is to make sure that your client is aware of the need to be proactive in preserving and collecting potentially relevant electronic data, and the scope of discovery rules that are applicable to this data.  Defensively, counsel must understand the client’s information systems; take steps to ensure that electronic evidence is properly preserved; and focus on the most cost efficient means of production.  You will need to make contact with a knowledgeable point-person to educate you in your client’s databases so that you can begin to formulate a reasonable plan not only for preservation of data, but later for disclosure and production of that data.  There are generally four key areas where electronic evidence may be stored:  electronic correspondence (email and voicemail); electronically created and stored business documents (e.g., word processing; Excel spreadsheets); computer databases (e.g., financial databases); and system information (automatically created computer logs).
  If you are seeking discovery, the first thing to serve after the complaint is a document preservation letter.  In either event, counsel must ensure that relevant documents are not being destroyed automatically (e.g., by the ‘auto-delete’ function on email systems).


The next step is trying to get what you want from the opposing party with the least amount of cost.  But nothing is perfect, and mistakes in gathering and production of electronic documents are common.  The key to avoiding major headaches in electronic production, however, is strategic thinking up front.  Counsel must have specific goals before the first discovery requests are served.  This will mean pushing opposing counsel for early disclosure of the most likely sources of relevant electronic information, utilizing the discovery conference first, but more likely requiring 30(b)(6) depositions of the opposing party’s most knowledgeable information technology personnel.  


In some cases, the initial discovery should be in the form of limited interrogatories or a 30(b)(6) deposition related to information systems; if broad discovery requests are served, then opposing counsel has the power to serve responses without input on the format – or amount – that the responses will take.  In other words, we can get responses that are both overinclusive (the electronic ‘document dump’) and underinclusive (caused by a failure of opposing party to search the right sources with the right search terms) if we serve broad discovery requests prior to understanding the opposing party’s information systems.  Only after understanding the opposing party’s organizational structure and information systems should counsel serve document requests.  Those requests, however, should include specifically tailored electronic search terms (targeted to the most likely personnel with relevant information) that will generate the most “target rich” responses.  


The following are a set of guidelines for mapping out your overall electronic discovery plan:

How to Obtain and Preserve Potential Evidence:  Use of a Strategic Plan

A.
Immediately seek to preserve all potential sources of electronic information

1.
At the outset of a case, a party should be notified in writing to preserve all forms of potentially discoverable electronic information, since it may take some time to understand a party’s electronic environment and to determine the nature and extent of discovery of electronic information

2.
A written notice must be specific to prevent inadvertent destruction and to heighten potential claims of spoliation.  The notice must be comprehensive to include all forms of electronic information (primary, embedded, clone, tracking, residual and legacy data) wherever it resides (active, back-up and legacy locations).

3.
Notice should address the following issues:

a.
Preservation of substantive electronic information residing in various files or applications:

(i)
Word-processing programs

(ii)
Electronic mail and all information relating to electronic mail (e.g., metadata)

(iii)
Spreadsheet or other financial software programs

(iv)
Electronic calendars, telephone logs and/or activity/contact managers

(v)
Electronic bulletin boards, intranets, extranets, etc.

(vi)
Databases containing any potentially discoverable information

(vii)
Programs and/or files containing computer access, activity log and/or audit trail information

b.
Preservation of active business data files in numerous locations by individual employees and the corporate IT department:

(i)
Network servers and other business-level storage devices (i.e., devices that store information of multiple employees)

(ii)
Office desktop computers or shared work stations, including any computers or storage devices containing potentially discoverable information that recently have been removed from service, replaced or re-issued to a different employee

(iii)
Notebook, laptop or other portable computing devices

(iv)
Home or personal computers used for business purposes or on which business data files are stored

(v)
Handheld or PDA devices

c.
Preservation of back-up business data in numerous locations:

(i)
Company-wide or departmental back-up data on tapes or other mass storage media

(ii)
Employee back-up data of business information on floppy diskettes, CD-ROMs, Jazz or Zip drives, or any other media

d.
Suspension of any computerized automatic deletion programs or any company policy or procedure that would delete and/or overwrite potentially discoverable electronic information

i)
Remove back-up tapes from a recycling rotation or practice that would overwrite existing electronic information

(ii)
Turn off any programs or routines that would remove or delete email information (including electronic attachments) from any storage device, regardless if such data is maintained at the company (network) level or at the individual user (computer hard drive) level

(iii)
Prohibit the use of any hard drive optimization programs, such as disk de-fragmentation or data compression routines, on any storage media containing potentially discoverable data, until after there has been an inspection and, if necessary, copy of the data on the hard drive.

4.
See Preservation Checklist (below)

Initiate an “Electronic Overview” Layer of Discovery

1.
Use all available discovery means

a.
See Diagram, above

See, e.g., Orlowski v. Dominick’s Finer Foods, Inc., 1995 WL 516595 (N.D. Ill. 1995) (granting plaintiff’s motion to compel discovery relating to an overview of D’s databases), In re Carbon Dioxide Indus. Antitrust Litig., 155 F.R.D. 209 (M.D. Fla. 1993) (stating that “depositions to identify how data is maintained and to determine what hardware and software is necessary to access the information are preliminary depositions necessary to proceed with merits discovery”)

b.
Definitions and/or specificity will help to avoid discovery lapses

Kleiner v. Burns, 2000 WL 1909470 (D. Kan. 2000)( holding that Rule 26 disclosures encompass “voice mail messages and files, back-up voice mail files, e-mail messages and files, backup e-mail files, deleted e-mails, data files, program files, backup and archival tapes, temporary files, system history files, web site information stored in textual, graphical or audio format, web site log files, cache files, cookies, and other electronically-recorded information” and expressly noting that “[t]he court does not intend this list to be exhaustive”);
Orlowski v. Dominick’s Finer Foods, Inc., 1995 WL 516595 (N.D. Ill. 1995)(granting p’s motion to compel discovery relating to an overview of D’s relevant computer systems and databases and setting forth particular substantive requests)

2.
Substantive areas

a.
Relevant policies and practices

(i)
Records retention

(ii)
Electronic back up (including the type of media, volume of media, scope of back-up, duration of preservation, and media rotation/overwriting)

(iii)
Information recovery

b.
Electronic environment 

(i)
Computer system platform/architecture, including operating system(s) and implementation date(s)

(ii)
Graphic representations, flow charts, schematics or drawings of any computer network sufficient to show the nature, relationship and/or location of the network’s components, including any revisions, for a specific period of time

(iii)
All electronic means of communication, including email, instant messaging, PDAs and combination phones, including details of the specific system(s) and implementation date(s) for a specific time period

(iv)
Databases, information and/or knowledge management systems

(v)
Intranets, extranets, electronic bulletin boards, dedicated websites or other computer or electronic means of capturing, storing and/or transmitting information, including specific systems (software program and version) and implementation date(s)

(vi)
Application (e.g., Word, Excel, etc.) or information or knowledge management systems and/or software, including details of the specific systems (software program and version) and implementation date(s) 

c.
Specific database, information and/or knowledge management systems 

(i)
Record layout for each identified database/system

(ii)
Sample printout of all documents or other sources of information that are required to interpret “coded” fields in each identified database/system

(iii)
Sample pages/tables from all reports regularly produced from each identified database/system

(iv)
Distribution or routing list for those reports regularly produced from each identified database/system

(v)
Source of information for each database/system, including frequency of information updates and historical scope/range of information

vi)
Procedures, policies and/or practices regarding data purges

d.
Tracking and/or access information

(i)
Any procedure, practice or program used to monitor, or obtain information regarding, access or activity relating to a party’s computer system (including its network), software applications, electronic communications (including email), programs files or data created using program files or internet access (e.g., website access history)

(ii)
Electronic cookies or browser history files

e.
Electronic storage and archiving

(i)
Network-level storage/archiving practices for company or departments

(ii)
Individual computer or workstation storage/archiving

(iii)
Software programs that automatically back up or archive

f.
For each back-up or archive practice, determine:

(i)
Scope of data archived (category of information, how far back the information goes, whether company wide or an identifiable subset)

(ii)
Nature of back-up practice (routine or random) and, if routine, the interval between back-ups

(iii)
Media used for archiving (including format type and volume)

(iv)
Estimated amount of data on particular media

(v)
Recovery/retrieval process for archived electronic information

g.
Key Individuals responsible for maintaining/administering computers, network, back-up/archiving, disaster recovery, email, databases, etc.

3.
See Appendix 2:  “Electronic Overview” Discovery Checklist

4.
Discovery should provide an overview of a party’s electronic environment (e.g., below)

	
	POTENTIAL LOCATIONS

	
	Accessible

(Actively Used for 

Information Retrieval)
	Inaccessible

(Processing Required

to Search and Retrieve)

	
	Network Server
	Hard Drive
	Removable Media
	PDA , etc.
	Backup

Tapes
	Disaster Recovery Tapes
	Deleted or Residual Data
	Obsolete Systems

	D

A

T
A


T
Y
P
E
S
	User-Created Data
	Doc. Text
	
	
	
	
	
	
	
	

	
	
	Sprdsht chart
	
	
	
	
	
	
	
	

	
	
	Email Text
	
	
	
	
	
	
	
	

	
	Non-User or Auto-Created Data
	Doc. or email  metadata
	
	
	
	
	
	
	
	

	
	
	Sprdsht formula
	
	
	
	
	
	
	
	

	
	
	“Clone” data
	
	
	
	
	
	
	
	

	
	
	“Cookies” in cache file
	
	
	
	
	
	
	
	

	
	
	Network Tracking Files
	
	
	
	
	
	
	
	




C.
 Determine what electronic information is necessary to prosecute claim 

1.
Primary data in active files always should be sought

2.
Specific embedded, cloned and/or tracking data, etc., may be relevant and should be identified at an early stage and pursued on a tailored basis

3.
Careful consideration should be given and appropriate justification asserted for those requests that seek residual and/or legacy data, since this information likely will be the most burdensome and costly information to discover

D.
Pursue electronic discovery with reasonably targeted discovery requests

1.
Targeted requests

a.
Narrowed date range, if possible

b.
Limited scope on the basis of set number of accounts, particular employees, specific departments or a particular network (if there are multiple networks) or group of computers

c.
Specific software applications (e.g., Word, Excel, etc.) using file extensions (e.g., “.doc”)

d.
Search terms to identify subset of information

2.
Protocol to avoid waiving privilege and/or confidentiality

3.
Address cost concerns

4.
Properly control/handle data to ensure authentication

“ELECTRONIC OVERVIEW” DISCOVERY CHECKLIST

Relevant Policies, Procedures and Practices

( 
Records retention 

( 
Electronic back-up 

(
Information/disaster recovery plan(s)

(
Party’s prior imaging of documents for purposes of litigation and intent to image documents for current litigation

Electronic Environment

( 
Computer system platform/architecture

(
Graphic representations, flow charts, schematics or drawings of any computer network sufficient to show the nature, relationship and/or location of the network’s components, including any revisions, for a specific period of time

( 
Operating system(s) and implementation date(s) for a specific time period

(
All electronic means of communication, including email, instant messaging, PDAs and combination phones, including details of the specific system(s) and implementation date(s) for a specific time period

(
Databases, including specific systems (software program and version) and implementation date(s) for a specific time period 

(
Intranets, extranets, electronic bulletin boards, dedicated websites or other computer or electronic means of capturing, storing and/or transmitting information

(
Application (e.g., Word, Excel, etc.) or information or knowledge management systems and/or software, including details of the specific systems (software program and version) and implementation date(s) for a specific time period 

Databases and/or Information Management Systems

(
Record layout for each identified database/system

(
Sample printout of all documents or other sources of information which are required to interpret “coded” fields in each identified database/system

(
Sample pages/tables from all reports regularly produced from each identified database/system

(
Distribution or routing list for those reports regularly produced from each identified database/system

(
Procedures, policies and/or practices regarding data purges

Information

(
Any procedure, practice or program used to monitor, or obtain information regarding, access or activity relating to a party’s computer system (including its network), software applications, electronic communications (including email), programs files or data created using program files or internet access (e.g., website access history)

Replication, Storage and Archiving

(
All levels of back ups (network, departmental, workstation)

(
Any procedure or program that replicates or archives electronic information

(
Scope of information subject to each back-up or replication

(
Frequency of back-ups/replication

(
Media used for back-ups/replication (including brand, format type and capacity)

(
Estimated amount of data and approximate date range existing on each replication or back-up program/system

(
Recovery/retrieval process for each replication or back-up program/system

Key Personnel

(
Key Individuals responsible for maintaining/administering computers, network(s), replication, back-up/archiving, disaster recovery, email, databases, etc.

Summary of Initial Opportunities to Identify and Manage Electronic Discovery

	RULES
	ACTION
	COMMENTS

	 26(f)
	Meet and confer 
	* Obtain general info re: electronic environment

* Ensure preservation of electronic information

* Discuss production in digital format

* Pinpoint specific burden/cost issues

	26(a)(1)
	Parties exchange initial disclosures
	* Beware of Rule 26’s limiting scope

* Identify information existing in electronic form

* Request whether party intends to image 

  documents for litigation

* Obtain history and specifics of key electronic 

   platforms (e.g., email, relevant databases,

   intranets or extranets)

* Obtain history and specifics of back-up policies

   and storage media

* Obtain information re: network level tracking 

   and audit policies/programs

*  Raise issue of discovering specific electronic 

   information (e.g., metadata)

	16
	Scheduling order
	* Identify specific electronic discovery deadlines

  (e.g., email, back-up tapes, databases, etc.)

* Set out specifications for any productions in 

   electronic form

	26(a)(2)
	Expert disclosures
	* Identify and obtain any information used in 

   electronic form that expert considered


Increasing  Expense  and  Burden








� See Ballard, Digital Headache: E-Discovery Costs Soar Into the Millions, and Litigants Seek Guidance, National Law Journal (Feb. 10, 2003).


� Some courts have recognized, however, that the assumptions/burdens relating to the discovery of electronic information are not necessarily analogous to the discovery of that same information in hard-copy form.  Scheindlin and Rabkin, Electronic Discovery in Federal Civil Litigation: Is Rule 34 Up to the Task?, 41 B.C. L. Rev. 1 (2000); Allman, The Need for Federal Standards Regarding Electronic Discovery, Def. Counsel J. at 206 (April 2001); Redgrave, Prasad, Fliegel and Hiser, The Sedona Principles: Best Practices & Recommendations for Addressing Electronic Production (Revised) (January 2004).


� “It is now estimated that more than 30 percent of corporate communications never appear in printed form, and over 97 percent of information is created electronically.”  M. Arkfeld, Electronic Information in Litigation §1.01 (Law Partner Publishing, 2003); see also In re Bristol-Myers Squibb Securities Litigation, 205 F.R.D. 437, 440 n.2 (D.N.J. 2002).


� Staib, Absence of Proper Guidelines for E-Mail Use can Create Client Headaches During Discovery, 21 Litigation News 4 (1996).  The Wall Street Journal has estimated that North American business generated about 2.5 trillion email messages in 2001.  Elizabeth Weinstein, “Help! I’m Drowning in E-Mail,” Wall St. J., 1/10/02, at B1.


� The Court also held that “a party is not required to disclose to an adversary, absent an express request by the party or order of the court, any intention to prepare for trial by scanning documents into electronic form”  Id. at 441 (emphasis added).  Further, the Court held that once a party discloses the existence of information in electronic form, “a party may make an informed decision as to the manner by which discovery could be produced.”  Id.  See also Danis v. USN Commun., Inc., 2000 U.S.Dist. LEXIS 16900 (N.D. Ill. 2000).


� See also The Sedona Conference, “The Sedona Principles:  Best Practices Recommendations & Principles for Addressing Electronic Document Production,” January 2004 (Revised version) (available at www.thesedonaconference.org/publications_html).


� See also, Texas R.Civ. Pro. 196.4, which follows the general rule that producing party pays for production of documents, but distinguishes between “Reasonable Availability” vs. “Extraordinary Steps” and provides court with inherent power to shift costs when opposing party seeks the latter.  This rule can be applied specifically to the potentially large costs of the production of electronic documents.


� GTFM v. Wal-Mart Stores, Inc. 2000 WL 335558, at *2 (S.D.N.Y. Mar. 30, 2000) (granting fees and expenses because of misrepresentation about defendant’s computer capacity); Metropolitan Opera Assoc. v. Local 100, 212 F.R.D. 178, 231 (S.D.N.Y. 2003) (granting “ultimate” sanction of liability and award of attorneys’ fees for failure to give adequate instructions to client about discovery obligations; failing to implement document preservation procedures, and for delegating document production to a layperson who did not know “documents” included computer files and emails).


� See Michael Zweig and Mark Goldberg, “Electronic Discovery:  A Brave New World,” p. 5 (2003).  This article can be found at http://www.loeb.com/CM/Articles/ElectronicDiscovery.pdf. 





PAGE  
1
NPCOL1:694026.1-MM-(RTB) 000240-00064 


